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Challenge:

Middleware of a mobile platform (such as
Android Framework) has a huge code base and is

difficult to analyze

Existing symbolic execution is not scalable
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Scientific Impact:

Execution context

The developed tools are used to find Android
Framework vulnerabilities and generate exploits

Tainting and heap snapshots can boost the
scalability of symbolic execution

Symbolic execution engine
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Solution:

Instead of analyzing the code as a whole, our

solution analyzes system service methods separately

Tainting is used to identify framework variables
under the control of a malicious app

Heap snapshots assisted symbolic execution
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Broader Impact and Broader

Participation:

Improved the trustworthy of smartphones
Open-sourced the tools

Funded the research of students from
underrepresented groups

Published papers in MobiSys’17, TMC, TDSC, etc.



